20254F45 51 JEIZI M BT A TR I 2% 114 I 24 7 2B S AR BIF 9 No.5 2025 ( Vol.001 )

BT A B ) 48 B ) 248 i & A A B AR 3T

J Ak
(ABRFREZMELEFR, L dw® 211189)

M OE: MARBHERNALAEN. NERNRRINE, MAERERLERNET oM ROEB IR, EELRERXRETIER
REMRAGR, BELA NG, XEFAHG, HEENEEERNLMA, ERETRITEA . RE E RS AU WA T E KT
ERNAEALWE WA KA, BFRBGHEATH, ERBRELEZ, BT, LERABRERNLGAS RARILT
Ko ERAFHE (GAN) BEREREEXRFIN, ¥ NEEALRETRAFITERELF, £ERFELHIT B, BT
HEMEEAAALHNERAE, VEINEREHEEEAA R ARG T HEAXAREE, ACHZETOANS M 47 &4 REK
ARFAGUHR, RENLERELERNFRXEESRAMA, EARCANEARE S £R B REN, 2T HERERITBLESL T
BAENKETR; R HAARS AR A EHOANE RER, hERBEHINBEN, REABR5 L ks, HREEH
WHAAE, BEHT. bEUERB T EARTE; EATREE ETFEMLER, AOAHNE., SERLE. SAARESEE
EAFGERAE, RIEFREAMRTEA T 55 ZACANE R ERAS ., ARERKY, RHCANEM BB AL RE LR EN
LGRS EAAE, EREETESEATOAGRNEENA, NERGFHEMEFL2RENR, YNEZTHLAHR
ERGETRERBEERERESBXHRETERARKAT £,

KRR E R MR E R EREE HENE, MEisd

hESY%ES: TP393 SCERARIRED: A XEHS: 3106-2709 (2025 ) 05-0001-10
DOI: 10.62022/NCAR.issn3106-2709.2025.05.001

Research on Network Traffic Generation Technology Based on Generative
Adversarial Networks
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Abstract: Network traffic data serve as the core fundamental resource for network security monitoring, intrusion detection system training,
network performance optimization, and network behavior analysis. Real traffic collection faces practical problems such as privacy and
compliance constraints, imbalanced data distribution, scarce attack samples, and difficult scenario reproduction. Traditional traffic generation
methods based on statistical models, traffic replay, and rule scripts can hardly characterize the complex distribution, temporal dependence, and
dynamic behavior of real networks. The generated samples have poor authenticity and weak generalization ability, which cannot meet the
requirements of high—precision network simulation and security verification. Relying on the unsupervised adversarial learning mechanism,
Generative Adversarial Networks (GAN) can implicitly learn high—dimensional feature distributions from massive real traftic and generate
synthetic traffic with statistical consistency, temporal rationality, and behavioral authenticity, providing a novel technical path to solve the
problems of network data scarcity and privacy constraints. This paper conducts a systematic research on GAN-—based network traffic
generation technology, sorts out the research background and technical bottlenecks of network traffic generation, expounds the basic
principles and mainstream variant architectures of GAN, and analyzes the characterization methods of statistical and temporal characteristics of
network traffic. A GAN generation model for flow—level and packet—level traffic is designed, the structures of generator and discriminator,
loss function and multi—objective optimization strategy are optimized, and a complete generation process including data preprocessing, feature
encoding and legality verification is constructed. Comparative experiments are carried out on public data sets to evaluate the generation
quality from the dimensions of distribution similarity, feature fidelity and practical effectiveness, verifying the performance advantages of the
proposed model compared with traditional methods and classic GAN variants. The results show that the improved GAN architecture can
effectively restore the multi—dimensional statistical characteristics and temporal evolution law of real traffic. The generated traffic can be
directly used for intrusion detection model training, network range construction and security equipment testing, providing high—quality data
support and reusable technical solutions for cyberspace security research and network engineering practice.
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