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Abstract: With the rapid development of information technology and the in—depth advancement of the digital society, electronic voting, as a
digital alternative to traditional paper—based voting, has been widely used in various scenarios such as elections, public opinion surveys, and
enterprise decision—making due to its advantages of high efficiency, convenience, and low cost. However, traditional electronic voting
systems have significant shortcomings in core requirements such as anonymity, verifiability, and security, making it difficult to balance voter
privacy protection and the openness and transparency of the voting process. This leads to insufficient trust of voters in the system and limits
the further popularization and promotion of electronic voting. Zero—Knowledge Proof (ZKP), as a cryptographic technology that can prove
the authenticity of a statement without revealing any private information, provides a new technical path to solve the core contradictions in

anonymous electronic voting. This paper conducts in—depth research on an anonymous electronic voting system based on zero—knowledge
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proof, combining multidisciplinary theories and technologies such as cryptography, computer networks, and software engineering, to design

and implement an electronic voting system with anonymity, verifiability, security, and efficiency. Firstly, this paper systematically sorts out the
development status and core requirements of electronic voting systems, deeply analyzes the prominent problems existing in traditional
electronic voting systems in terms of privacy protection, voting security, and result verification, and clarifies the core advantages and
application value of zero—knowledge proof technology in solving these problems.Secondly, it elaborates on the core principles, classification,
and common schemes of zero—knowledge proof, compares and analyzes the performance characteristics and applicable scenarios of different
zero—knowledge proof schemes, and constructs the technical support system of the system combined with cryptographic tools such as
homomorphic encryption and blind signature, laying a solid theoretical foundation for system design. On this basis, this paper proposes a
lightweight anonymous electronic voting system architecture, clarifies the module division of the system, the functional responsibilities of each
module, and the interaction relationship between modules, and designs a complete data flow and business process to ensure the efficiency and
continuity of system operation.For the core functions of the system, including voter identity authentication and registration, vote generation
and encryption, anonymous vote submission and storage, efficient vote counting and result verification, detailed design and optimization are
carried out. Zero—knowledge proof technology is introduced to realize anonymous verification of voter identity and legality proof of voting
behavior; homomorphic encryption technology is combined to realize privacy protection and efficient aggregation of voting results; blind
signature technology is used to further strengthen the anonymity guarantee of voters.To verify the effectiveness and feasibility of the system,
this paper completes the prototype implementation of the system based on mainstream development languages and frameworks, and builds a
complete test environment to conduct comprehensive tests on the system from three dimensions: functional test, performance test, and
security test. The test results show that the anonymous electronic voting system based on zero—knowledge proof designed and implemented in
this paper can effectively ensure the anonymity of voters, ensure the tamper—proof nature of the voting process and the verifiability of voting
results, and at the same time perform excellently in performance indicators such as voting delay, throughput, and resource consumption,
which can meet the actual application needs of small—scale election scenarios.Finally, this paper summarizes the achievements and deficiencies
in the research process, and puts forward future improvement directions combined with the development trend of current cryptographic
technology, including system scalability optimization to support large—scale election scenarios, and combining quantum-—safe cryptography
technology to enhance the long—term security of the system, providing reference for subsequent related research and applications. The
research work of this paper not only solves the core pain points of traditional electronic voting systems, enriches the application scenarios of
zero—knowledge proof technology in the field of privacy protection, but also provides a feasible technical scheme for the design and
implementation of anonymous electronic voting systems, which has important theoretical significance and practical application value.

Keywords: zero—knowledge proof; anonymous electronic voting; homomorphic encryption; blind signature; privacy protection; verifiability;
security
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FW, GRAURETREIE S SRR RIRfEL, RIETEZE,
ANl G oA R R

JE 3¢ B AT HPE R AE A B HPIE ] 1 H il -
RIEMARY , FAZC Bl R 0 5 A A pRAL, #4528 B
Pt B A AL AR B AR, UER AT DABR A AE IR
W, B T LABGRT AT IAIE , JOT UEI #5550 E & TR i A
2 XA R AE R G R L ENER, WSS
SR, RS . XSS JEsc B AR AIIERT
B, AR IE I AR AR 1) SR , A Y
HTER I E B U A 5 B0 s

FE PR B 1 52 90 A B Ol LS S AN BB R
( Commitment ) , $ki% ( Challenge ) FRN; ( Response ) o
eI B, IER AR TR w A A THE B, AE—1
AR, PRI R IR FERRIRBT B, SR A il — 1
BEMLAGHRERE B, R Z R AIE & ZEma N BB, TR
HAREAL A w . ARk E R, AR A
IFK L IGR IR 5 B AR RS . PR AR (E R
IEUE I A B0 . QNSRBI L, DB A MR R LS
TN, FEAZAERA

FEVE 2 B TR R G, FAE B N 32 2R A
PN s — 2k R B3 (Y 44 JniE, Rk PSR R
BIEEAR , JE A O R Ak IR R, e ER A O
SO s ZREEAT NG EMEY], R RGE o A
PUEMHA  IE] B O AT AR A TE IR 5
PERNATFEIE ) , T itEE A BT, W%
HRRIERIEOR | et 5 e ik R Ay e 2 M S 3 R Ry vy
BErE, RS FRERGENLOTE
2.1.2 HHZKPJT %%

BEEZ HPIE R EOR AR A, B T 2R R %
PRI 7 56, X B EAEIERCR  E K | T
SRS . EEAR TR RGN,
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PEREEIE M FHRUE 7 R B X E S, HESEW RS TEGe
52 A S ARTTIE X M F I A R EE B A T Ay
Br, AL AFMPOE R | B B F PR 5 %
(zk-SNARK ., zk-STARKZ ) , 43 M HAL ik 538 7 5,
AL RGP R IE B 7 S R ER AEARAR

1, sCHAFFPUEN % o S8 HAFHIHUEI ) 58
B R RIRUEA 7 58, HAZ O R EAIEI S
UEE Z A TSR A B, B TEE 3 e B A 4 — R 9
BPRAR, TR T g 0 X SE PR OR SE IIE R I R . LY
L XEARFIE T A Fiat-Shamirb . Schnorrb b3

Fiat—Shamir iU —F 5 T B e Y 22 7. A%
AERI ML, HFZ T B OrA U 5t P a2
IEIR AR IR, &G TR S R 5
B AR TR SR SRS Z Wi T 25 ., RIEMER
2, ARG s R, HUER A2 PR R
BOMMER, FEAE BT ITREORM R R, A Rl fEs2 5]
S

Schnorr PR — R 3 T B SO BOE R Y 32 B 0% 1R
UERA PR, HEEH THFZE4 5 Bk & o il
PERURTHETE/N . UEW SRR, AR T B Ao AL
MERS, TEAGGEIT A T AR etk s Bl R RIS
SR SIS Z T 25, RIEHEE, NES
vagiibe775 G SN

22 AFE PR 7 S 0 SR SRR R AR R R 1]
IR, AR R SnlUE RG22 | RNE6 5
s, HAUEWI 2 O T8 BB MEST, 7R+
TGS TR 2 hast . Bk, 28 B F ey
EAREG N TEA B FRERG, HBE AR RS
SO, FE SR KRR R FIE, B RIS %
VR REE

Hk, BB AT 2 o B 7 R FEY]
I3 FIRAE A H AR Jr Z2 1 BL il b A ik ), HA%
BRI LT | ARG Ay R, B3 T Pk s B A AR
AR, UEWIE AT DLRAT A SRR, J0AEE AT AR
PEATIE , AR E S 8AEH R ek . a1 ERIER
2 AR IE B 5 % £ 45 zk—-SNARK . zk-STARK .
BulletproofsZs ,

zk=SNARK ( Zero—Knowledge Succinct Non-Interactive
Argument of Knowledge ) J&—F a7 it (1 28 T A FRITHIE ]
TR, HAZ R RURIENI B A | e R, &5 A
BRI, 2k—SNARK A SE LT R i 2k 3, JER
PRI T RO, R ASEEH (CRS) |, EH

5 B Bl X AN A IS §3 ok SE pIE W] 5 gk
112 o 2k—SNARK I SR IE B B Gl s A JLE 1 ),
IE R (R0 ) |, HRIFEEYD, EE st
BN s BRASUR R BT A SR HARSE R
B PR AT E AR =0, AR —E RN, R AES
% Ep M B B, S RERIE I Y2 Ak o A, zk-SNARK
B2 A AR T 180 T 2 BSOS RO R, 7R i TR T
A RBAAE R

7k-STARK
ARgument of Knowledge ) TRy BHAIE B K
HYPUER TR, A OR SR TR A AISE S, B
BN, HIEB KRS 50 U o B B R AP R
zk—STARKIW SCHEE TG Ay RS Z WAk, HALE PR
T T A PR ORI P, SR IR I i IO G, FE
THAIE N A AL, k-STARKEIL S0 vl
FHR = ERALSH &, EYIPELE, TR, EEK
U R BN SRR K (Gl A JLKBE]
JUTKB) |, BEsRBEAEREE , THRFEROR, AiEEHR
TEA BRI S5

Bulletproofs &:—FiE ALY HEZ LB FIRIE A %, H
R AURTEIHR B | IR RY /N, BT BT AL S
2, BA B, Bulletproofsi SE 3L Tt FEHEAH A
REAE = RCHIIE I B ETE AT R Y, 385 S S T
BAER 5. Bulletproofsi L s SR UEWIC BERL . THETFEH/,
BIWELF, THRES =07, EEWERARNY R, Bl
AR 2E Y UE] A R R S ARG R R, IE
W B SR TP £ W, RIS A K e i

BT R B A HIRIE R A0, i — S H A
ARRIEM )5 %, WGroth16, Plonk%: . Groth16J&:zk—-SNARK
H—F A%, FAETEIIR BE | S0 UEs B 5 7 A T T 8k
b, PSRRI T RGENIERE, J& RN IR 2 AR
WERH T 22— Plonkse— il FH 1922 B U HUE B 7
2, HEA RIS 206, GBS R 2 FoR Y
FRRIER , & A A s P i

R T T BT R AN R IR I 5 2 B AL, AR SO
ZEHJTA L UEWIEE | SRR | AR . R
TR AN o 2 S 1 IR S EE 575 I B W 4 e =X W S
37 BAEEXT L o X el AR B, AR AR I %6
SAEES, EHTAFENS S, FEEARTRERG D,
WEGAZERGMMERE, Kotk | AMEERER, mHEs
EEPUEA 7%

SEEAR T REERGNR R, A k-SNARKAE
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NERGHFMPUEA S, FEFERNT: —/&k-SNARK
PYUERIC e | S0t sk BE bR, RO AR R GL 0 214 i T8
ST, TR RS RR SA0sTT; —U2k-SNARKITT
B RE/IN, 8 A IR BRI 2o B 4 (A FHL ST ),
BT RS SHE, = Rk-SNARKIH AR, Aok
FREE SRy, BT REMIFLE ST, FEE, kTR
2k-SNARKH Z 55 = A A IS R B, A SCRH
T Z party R T ERA LS E R, WRAILSH RN
2, EERE NS BRI SRR L 2R
22 FHEETEYH

ETRAPUEN R ES B FHREERG, B T RO
PUERIEARSS , T ZAM R AN | 524 S5 % TR
B, e T R SRAIEAE AR MRS, RSB R
G LA SRR . RIS H R AR S
IR 0 EE S, ORI RCEAs R AR S
RO TSR T HOR SR s B HORREE I B 245 02
AT WL, oAb Tk R B A MR . AR
FE XX PR R IS T HAEA T PR A, A HAZ OB 5
P55 R AR R
2.2.1 [FAINEHEAR

[F]Z5n% ( Homomorphic Encryption, HE ) 2—FP4rak Y
I EA AU SRR S X I I 1 %6 ST i
L, B A AR I S SCHE T AR RS S A B
AU, RIS I HAR S P AEA IR SO X
IR AT AL B, AT SE IS 1 BE AL iR ALK B
] 25 %5 2 R H 19784 H1 Ron Rivest . Leonard Adleman il
Michael Lempel | {42t LK, 2 8 H4E AR, BB
TRHENIESER, I 2N TRARE . iHE. iF
PSRRI

PEAGGE I B A, P 75 2 Se X 8 SGHEA T i
PSS A R TIB S, 18558 UG TXT 2 R A7
FI R AR, I AEAE B FAT 8 4 XU —— U R fif 2
AR, BSOS SR . RIS AR A B,
ffRR T ax — ), HRENS EAE R SGHI TS, TR,
BEERTE T B AL B AR, IR T BRI BN 4

HRAE SR Is SR 5 OB, RIS I HAR T LSy A A
TILZE: #rRIZS % ( Partially Homomorphic Encryption,
PHE ) . J2WIAIZ % ( Leveled Homomorphic Encryption,
LHE ) A14:[f 25 41% ( Fully Homomorphic Encryption, FHE ) .

T3 TRV I e e HE Rk Y RIS I B B A, HA SR —Fh
A (kiR ) , Has8 BB Z R, F L

an

5

-008-

AT R A N FAFERSA N % (SHFRERIA ) |
Paillier il 754 ( SCREMNERIA ) 48 RSAMNE 7% & —Fh
BT RBO B N2 75 %8, ISRk RS, RIXS A~
WL TIRTAB T, A S A B (R 45 S 5 % e I A B SR
Feikis B EE R —E . Paillier N7 FE—FIE T2 A F 4
FMERRY N 558, LRIk RIS, ROXS w25 SC#EA T im
PABF, 5 A5 3 B 25 5 55 % X R A4 BH SCHE AT i B il
SESR S TR RIS N 7 R RIS ST RY /N L SEER
B, G X FISR BRI — 5 BRSO
RINES, RIGMERZE, Joikil e 2 24 5ok,

JEUR RSN S AE 43 TR 2 8 i Bt L & iR 11
HEZ R 2R IRE S Ok ) | (L REZ IR
i, BEE BRI, BSOS AT N, BSEY
MEFE L2 RTINS o J2 R RIS I 5 28 MR a2 SR i
RIRis, RIEMER S, AT EERENY 5, fuilZis
BB BIRR S, H 2 SR B 2 B i B R 3G i 1
I, SN RS ERE

SRl R AR R A N AR, SRRk
B EREREESR, BB %SO RKREARS BRI,
S M N 23 IR . A RIS N5 5 ZE e A R
PR IENPER, &SRR T BRI
K. LB, HATEA THISHIE 5004 0 I B, A
Iz TSR SR

PR IR RGN, RIS I HAR 1) F2 8 F 5
IFEALGE R MY 5 ERi 5. BRI, ERAEEK
PG, B H O RBCEE BTN, A SOMHESS A R
Gty RGETFE R, JOR T SCI TR, B A
TR SRR ST IR Is 58, 15 BICR A % S0 i
RGP EE RS S TR, SRR R A R i
AR, BERR IR Tk RGBS BN (R4
fFRMRA LB SO ), RTF THHERCR ( THxTH
S BT AR ) .

CEEEABR T RERGMR S, ASCGESEPaillied % )7
ZYENZRGEMFSINE TSR, FEFEHEWMT: —EPaillier
TN T RS RIS, AR B S BT oR (18T
AT LR R SR I IAIE ST ) 5 R Paillierin® 5
BRI RTRODN, SEILIRT R, G5 BEURA PR Ak & S IR
S5t —IePaillieriN% 7 AL MR R, HA PO T
HATIRIME, TELGHEIEE T HA RN, g
A AR A et

Paillier/in % Jy 2 B LB FE B ZALHE =0 0% B
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B N SiEE . RPN B, A SR, A
FAF e , RGIHT s s ZEE BB, ARAEAGIRT I 5 (42
SRR HEATIME, AN TR B, MU AN X
SCHEATR S, AR FNHISC, Paillier N85 J7 28 AN A SR A
WRFB A X TAR A SCm 1 RIm2, HEXH R %% 3 LRI
2, Xl M2 TIREHEH, MBI Le = cl*e2, HH)E
RN A SCm = m1 + m2. XFPRAE RS R G0 RENS EL AL
SRS TINRZ S, S m RO T 5, WA B A 5 B
B4

BeAh, b TR T RGN E A, A SO Paillier
g T AT T Ok, ST BENLECE L, B
B R B SR — 11, o R 2 S R S B R Bk
MR o R, ASGERA TEAS R HAR, BRHS A
FBL, S iR FE B AR, U Y RS 2 0 5 2
W25, A BEXHR A R S T, B s
By a5 N IR
222 HEAFAR

H2:4 (Blind Signature ) J&—FEAT B PEFRIE BT
BB, HAO BRUR S E RN B T2 40, T
PARBOH B BAR NS, (RESE s 2 A, 4544 S0 E
T LE R S IESE 44 A At TR A D s T i B 5 4
BTN K FR . % AR fiDavid Chaum T-19824F 82, AR
H“BABEANANG, RUEE TR E” PR, bR
ARSI BB A2 T, e PSS P Elg
AN 2575 At P

LG A ZORIR, B A A B ST S
A IR BRORE : T B R 36 8 e IR AT BT B e A8 e, A=
BRI B G RIR B B2 BAH N E A BT
B2, EEEAIGREIG RRF, RikFHEEDSLEL
A, NE A RBGE IR S A RS . AR
H, BAFRATCTEMBIRGEE, WSS 55
AU HEFT O, DARAS L ARIIE T 1H B R 6 H AL

ARG R =0 Bk, ELET
AR 2 T BT AIE R, 25 %4 B O B RRE ;
AR OhIEE, BIBR A E AN, oA A TE I Dhid A 0
B4, MRS, ANrTaErE, R4 H Tk
PR E B4 SR EATEE . JRRTH B TR,
AP R 2 4410 5%, WRRB N B REH, ik
AR

MR SRR, B 244 1o T B os 4
HEL, T REOMNESS . BHESAERE, Hh,

T B HOT B Schnor B 28 758, ITFETRA /N S8l
i B AR R AR, ROV R R R R G
P
TEARBEARTRERG Y, BEATARL T HIHIEY
PR LR S, Pt R p b 4 kR . BARRH
PRBUAE SR GEMGATERR T . BIAERGEMA M, 1
RO R H PR BEE S IR, &4
XEREIEH T HE A4, BICERPOE R A B0 E R
HIEIERBOCR s ERIRMEEA RSN EEL, 52
AA ML BETEIE, BRI T 2 5 E 4B
X, 24N RS B TR A A BRI
To b 22 IS BARIEROCHK , ke Tt RBHERS
P HRIGRE MR s R, ARGl S e %4 A
e, BB EIER SIAE, BRIk ROVEEIES
SR, TERBE REAVERFER, gefr 7SSt B
PG METE. 258 FMPUEN I S E LRI, 54
TR R R B 035 B BEEAT SO AR, AR

SRR AR TG T B R G B iy 5 1S R HR
R Y ] L

3 &gt

3.1 REHEMR

AR SCBETT 4 3 T2 P GIE A (1 42 4 58 R SR
LIS Gy BT N 3 S L €1 I ey P A
. )RR . D bRk, AT R R e
EUMSE T, FERIELE MR RT3 T R KRB R 5 5
IR, IR/ 2E 7 S BRI S N TR oK . R
WG “BORMVRDT . TIRE . mRTHT A9BSR, BT
O ER S G AR | RN . BRI,
I B 4 P S R R R A TF TSGR
3.1.1 By

RGEFEDIRERN 5y 7S KAZ DA, AU ST 5%
PMFE TAE, ATARE A A R G b Y A

L RIS BN 3k RS S A2t
By %, R AR+ 5 244 BOR S8 G R BE 24 (7
BHIE, REATARESEUE, AR By Pl 5

2ASE RS I Sk R AL PR S A
RN B R, R EHE A Paillier ) 25025 5k
90 s &8 =S N I RN B U S e B R [ &
KR

3. A BRI A A BRI R R S S E

<009~
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AEIA A AR ETE, S0 0EM i 5 o8 s SRR 5E , SR Y
A AT AR B, TR AR a8 S —hr Ut i
R, By IERE SR S Bk

4B R R AR . JE T Paillier ML R AREE, &
XSG TR AR, IR MBS EE, T
AL AR SR B, SR R AT

5. ZEIUE G A TR AR S A A SR R A T
~, [ R AFMPOEH SIS, SRR IR 55 =
TXfib st . BRI G IR T E AR, BRiRE
REITIEW

6. RGE I G INERE: M RG AURES I
BUOBRAEHE . HICsE, SRS R EGh AT, R
5 EERSSET I TR, AR RS R BT,
3.1.2 Hdiin 5 s B R

RGN OEAR T EIZE 3k R - B 55 E -3 S
WA R R G -GUREE” IT, 2R TG R
i, BARSEH RN

Lk R MR YRS IHE B, FE s, %
IR A 52 i 24 B 56 0E, NS4 MR A 1
RIS

2.3 RS G TIE I AR, B G R )A,
H IR SE BRI AN, AR AR SR % SO S ZARIE I &
MR

3308 OB B S0 AR IE SRS AR AR, A
SAEIEIA RS, SRR S S Il s o A XA A b 5

4 FEEREE A TR N A A T SR EUIT A A 8K
PR, RN s A R SR, RS
R

5.4 BRSO G R SR AT, A TRBESS
[ R AT IESEL, B R [ B AR e A%
SOERPARGIT, WX R R RS R T AT IR 5

6. 7 G P HL AR L SR A PR H A, I8l
5 RS, RN B
3.2 LI EEE T
3.2.1 BER S HUGES N

AREHCR ] LA M+ E 2 R s, BEAR
R RGO 19 G e, SOk S5 B S 5ORAT ek
TE R T2 LA 3UE B BUE N, RS iE i 5
A ME— ) B BRI SRR 4k R T B IR,
Tt g B B E R, AGE S FEE R [ RS B
CREAEEMER, BibEd)E, REELEELEARN

-010-

HRMAREARUE, FEiE S e RS Gy 5E s, st S
DY BUERR T A E A o [, R B S TR AL
Fh 4 [F]— 3k R 2 AR B S A5, PR “— AN —227 3t
AR JFEN

3.2.2 BEEA M S %

P S A Ry i AR AL TRT I 1 T AR e, AR
PSS oK BC B SR IE T, HRRRE . ZEZFIEIE
X, ERGAEENEG, READMEINERTE. %
BB TF UL B Paillier R SN B 1k, MAE— B2 S
A EBENLIN 2 R, B PR AH RIS N 2826 AN [ % 5,
ik OIE ) B SCRFIE A R N 2 5 RIRT, i A S R
PUEM A SO RIS, A B 3RS % S A G I e
TEBIZAE SR N A TF B2, Ok J5 SR 58 SO UE SR AL
3.2.3 EXRERS S M

PEERAR ] B SCHIE T AR BRI, e R 4R
A (08 S 2 S B R SR UE B A A TR IE W S 4 4 R
TEIE, RS RIESEIE S UE M A R, kAR AR
. OEEREETN, BRI A BRI S S
TR AT A A T 2, B 2 S S o — R TR
TTRIAENE , B R R B BB R A, kA
B AP I B S 0O s [, RGN IE R
[l ZEE—FRiN, R E IR IR A S AR 4R 5C
RES, T A A e R AT (5 B, T8 it
2k
3.24 EROTESEREE

FFELERAS BA% 0 S8 B T Paillier 12 [F] 25 55 E (4 B FA SR
B, T E R TR A RO S T IR IE B
TH BN EE R, BIE T RSN A RFL,
MRBFRTHTEACR, #ha TR A TIRE S
BCRACT I, BORGS R RE, A5 R RIS 2
WSCHEAT IR, P AT B R A AR R B
FISGUETER , K255 SRS — AR . BT f e R A]
W RGP IE TR, A NSRRI EIE B SR
SR G, W AR RS R A A T A
FERAIE, BUE i BRI AR B A R R, S5 “ A
NG N 77 S L
3.3 BEMST
3.3.1 B4R

RGEMNHARZ AR T ZRREA R R, @
TR B S B e R B 03 (B 24 B0, 2544 5 5 RIE# 1
TCIEARIE R B B O35 R 5 il B A B HAR SRR
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TEUER AL, SEHS I E B SR IR R R G R
I F AR NN, WO G B G . fF
fitt . TR R SOEAAATE, ToEwm g S [F,
RGER AT, &5 SAURAFBEE R S TR s
W, TCERKIER B0 S8EET N, IARA B4 Tk R
Fafh (5 B 5P T A WY AT RE
3.3.2 ANHAJELHE

RGN T 3 R B R 5 40 A A A AL [ 7
BE. — 7T, FirA R SO A M — i R R E B Ak
PESGUE, ATl 045 555 2 S B el 8 25 S SOk TS0 1E 2R WL,
PR HRCEBIR SRS B O, R
Pk o A AT 4G, BT U RIS B A Bl A4S,
PR R, RIS PR R A, T
FOR Bl T BN A R K A, RESRICRT
AEAEHE, HEGFRATTEN, Al soixy = #AE A
W5
3.3.3 AIgREYE

RGN A BRI E 2 i BT 8, HSE i B
KATATERAL G B . e R T IIE N AR e
EMPAGT; ARG = AT IR AR S A
HYEEE, L RGN UERRIESE,  BIATAfIA
THEL R E BT AN . BRI E R HIAR, RGEH
AT YO UE A9 s s IR SEAEI T, S BTk
OGRS . XA AT IR, LR AR X
A HUSHF R, $ETt T 5 RN RS FIEEE

4 REIIHEWIK

41 FRIFETH
4.1.1 IR SHESR

RGER G o B I R, BT R AR &
Geip U . S5 URTE P PythonfE RO IF RIS, RITH
T A PR m A is SRR ), SEER AN ER] | [R]
BN . BB T EM A RAFlaskiZ % Web
HERPS H R vl 55, PR R G e U o, 4 b o oy
T e /NI 2 3 B (1 IR 55 PR IR TR 5K o TNIE FH Vue.jsE N
FERHESL , P4 BCElement UTZA 512 , 523 AT 40 Ak 43 52 5L 1
SRR S TR, (RIEEAER RSP 528 Bk
RGN 1A AR TR e o A B RS2 B, e iiER
A & A S UIRIRCR
4.1.2 HRE R

HPIER G EIRFOR G2, OB e

BT MR TR B 22 AT I R Sk . FRHE
WA 1E FH AL T 2k—SNARK YRR , 256 Zparty 1T
AN IS H BRI RGTRE, VRANL AT E S =7 iR ;
[) 25 00 4% 2015 1 T Paillier VA FFURE 51 ABEHLECA: AL
S HAS R EOR, s 5 igsnt, =AzertsS
BHECR; BT Schnorr 2 4 1R, fifkE
S EFRmRE, BRI . A SM2E R 2l %
SMERAIE, MR RGAL OB E AR T S
4.2 REEHLH
4.2.1 FAEIA A il 50 F A 7R 4

R Y FE R UE B A 55 56 T2 T 2k-SNARK J7 58 512
B, BT R R X UER (9 A S 56 R T AR
AT TR ERMAL, itk TIE S8, BRIK T IHE S5 154
FE . AU SEE -, Seilid 2 party THEAE LA IS 5% o
IFORAFAERGE T i, e RGTE 58 By BoiE sl 4% 52 A U
JA R FIRUE W A R, A2 ABBRIESE S ATHER, H
A GIE I SO 5 55 s BGIE B SO I, T FH G TIE PR R,
e ARSH B GAIHE R WREIE, WuEgs R L /R E
IR, IR WA TS SL 8, & W B A
AR SE BT FREPRE 1 A A B 2 as B8, X MR AT 1Y
VB O, BT TR S R S T e
422 [FZMEREREGEHE

Ivi) 2500 % 4% 52 3 3% B L T Paillier il 925 ] 45 4 M 52
B, A AR R S B ORGSR =
ANEB Ao 18 R v IR FH I RS, B A A W SR
H)5E, B Paillier AN, AR EE OHERLE
R 55 i s R 55 WS R BT A A AR SR SO, TSR G pREL,
X R B SCGHATIR I eIz B (RN W SC Ry ks &)
A U A IR SRS R S, RGBT TR M A i T
fifeds; WRERG, REEdEHI AR, hEaEH
FOILRIBEICRVEA B B, SE A R SO iR 2, AR BB
PERGER . NRAREGRCR, g A T HtEIEELS,
X Z A SCH AT R R G, WU E B, 2Tt
TR,
4.3 HaENR S
4.3.1 $EFEGEIR S At & oA

HEAER G MERE, 5T BRI, B
TE R /NIRRT 5 W R G AR S AR S A i Bt
AT SRR FEAHE S e AR | AR | 4R
ZEHIEAER , KA R R, e R AR AR S A AR 2
FERCH ZRP Y, TR B E IR TR K . RG At b

-011-
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PERBCRRINEEMIG K, AR, THERMET, R
Ge AR E A PRE SR, TCI R BR S AE IR PSR I L
S8 AT e/ N EZE b e R SR TR oK
4.3.2 GRIRIHFEXS L

R G5B IR TS AE I T2 B G R 45 4 1 CPU (5 %
PIFE i RS AL TR, S5 FHRERGM I,
ARG R R R R SRR IS BB 52k, BEUR
FEE MG MREE R WR, ETHERMB T, REH
CPUF-# 5 AR T50% , WAF 5 IS fa e e S HE M, X
WS B G s RIS, PRI RIRIE I S R 2 2 Ak
SRR SCH IR SO R BN, AL T RSAL, 78
2 PR T BRI SC BRSPS B S B A e
HE B PRI, BRI . BI AL
il 2R T R IRIEAE, BT T REMNRE .

5 HHitERE

5.1 ARBRES
5.01.1 B AR5 RISl S

AR SCHIRZ O W FE AR T8 i ZE AR | R ASna |
AL EHEMLBARNEE N, fk TG FIREER
G v B 44 P 5 T SEPEXE ASRBAA% 0 P I o Sl TR
HIUIE A B 2 55 0E 5 A EE A LR, SC TR B S
BEAT N ERE 2, R R S R AR i
FITTEEE ; Sl R AT, LR IR AR
REghEahE, BAIE T RGN LM SR, SOk
o T B2 QB2 E I8 A R I RBCRAN T [, BOESSI T “f
AR SRR ZERAIET
5.1.2 RGE/INEAS by e TP R RIE

ARSI E 2 i TR RS, B R AT RS
STMDIREINNL . PERBIIK . N, 1IE T RGE
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